'lIII U rG [Ina 60MbLUMX KOPMOPATUBHbBIX CeTen
IIll' Se ate VI IHTEPHET-NPOBaNaepoB

KOPMOPATWBHbIV MEXXCETEBOW SKPAH
USERGATEE

I ponsBoanTenbHOCTb
MeXCeTeEBOIo 3KpaHa

no 30r6/c

Ceptudukatr OCTIK Poccum N23905
no TpeboBaHWAM K Npodunam
3alnTbl MEXKCETEBbIX SKPAHOB

Tuna A, b, ' v [] 4 Knacca 3awuTbl,
cucTemMam obHapyxeHua
BTOPXEHWIA 4 Knacca 3aluTbl

1 No 4 ypoBHIo foBepusa

Be3sonacHocTb KOpMopaTBHOWM CETU A0MKHA obecneyrBaTbCA Ha 6a3e BbICOKONPOM3BOAM-
TefIbHOW NNaTopPMbl, UMEoLLEN 3aMac MPOYHOCTY 1 BO3MOXKHOCTM MO MacLITabUpOoBaHuIo.

UserGate E siBnAeTcA NoIHOLEHHbIM CETEBbIM CEPBEPHbBIM PeLleHNEM, CNOCOOHbBIM peLlaThb
3aZlaun No 3aLuTe OT BCEBO3MOXHbIX MHTEPHET-Yrp0o3 B CETSAX C KOSIMUYECTBOM MOJb30BaTe-
new go Tbicaun n bonee

KOMITJIEKCHAA 3ALLTA KOHTPOJ1b NMOJZ1Ib3OBATEJIEN
MHOPACTPYKTYPbI N CETEBOIO TPAOUKA

[na cpegHux 1 KpynHbIX TPEANPUATUN KparHe BaxkHO CpeaHUM 1 KpynHbIM NPEANPUATUAI HeoOXOAMMO
MCMOMb30BaHNE HaAEXHbIX 1 MPOV3BOANTENBHbBIX obecreueHne 6€30MacHOCTU Kak KOpropaTuBHOM
cncTem 6e30MacHoOCTU. UHOPACTPYKTYPbI, Tak 1 COBMoAeHe KOPNOPaTVBHBbIX

nonutuk. UserGate E peanunsyeT 31v 1 apyrme GyHKLMK,

UserGate E 250GeKTMBHO 3aLMLLIAET KOPMOPATUBHYIO CETb
NpenocTaBnas Bce HeobxoamMmoe ana obecrneyeHus

OT COBPEMEHHbIX aTaK 1 APYrvX BTOPXKeHWI, obecne- . y
KOHTPONA Y MOHUTOPWHIA AENCTBIUI Kak KOPNopaTuB-

YMBaET aHaNV3 1 GUILTPALMIO TPadKKa MO KOHTEHTY, .
) HbIX MOMb30BaTesNel, Tak 1 rOCTEBbIX.

KOHTPOJIb UHTEPHET-NMPUNOKEHWI, BNOKMPOBAHKE Onac-

HbIX CKPUMTOB 1 MPUNOKEHWI, 3aLLLMTY OT BUPYCOB U

Cnama, a Takxe apyrne GyHKLUM 6e30nacHoCTH.

MOAENM

MexceTeBom sKkpaH cepumn E npeancrasneH aAByms
moaenamm E1000 1 E3000.

Qunempayua koHmeHma e UserGate

UserGate E1000/E3000



KopnopamusHelli mexxccemesoui skpaH UserGate E

OCHOBHbIE ®YHKL N

= MexceTeBOW 3KpaH cegytowero

MOKOIeHNA

= CucTema 0OHapyKeHWs BTOPKEHNIA
(IDS/IPS)

= JlocTyn K BHYTPEHHWM pecypcam yepe3s
SSI_ \/PN Porta| Hogoe

= AHanm3 v BbIrpy3ka nHbopmaLmm
00 vHUMaeHTax 6esonacHocTL (SIEM) Hooe

= ABTOMATM3aLMA PeaKLMM Ha Yrpo3bl
6e3onacHocT nHGopmMaumm (SOAR) Howoe

= OOpaTHbIA NPOKCK

KOHTpONb AOCTyNa B MHTEPHET
KoHTtponsb [MpunoxeHnin L7
[ewmndposanme SSL

[ocTeBOW NopTan

BesonacHan nybnmKauma BHyTpeH-
HWX PECYPCOB 1 CEPBMUCOB

AHTUBMPYCHasA 3alluTa
Advanced Threat Protection

be3omacHOCTb NoYThl

NoeHTndurKauma nonb3osatenen

MNoaaepxka KoHuenumn BYOD
(Bring Your Own Device)

BupTyanbHas 4acTHaA ceTb
(VPN)

YpaneHHoe
AAMNHNCTPUPOBaHME

MNoanepxka ACY TIT (SCADA)

MoanepKka knactepuzaumm

1 BbICOKOW OTKa30yCTOWNYMBOCTH

USERGATE E1000/E3000
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F3 Fé6

OnemeHT OnwucaHue

CeeToavoaHble NHOMKaTopbl MNuTaHmne/

AU Cucrema/»KecTkuin guck
F2 MKUOKOKPUCTaNIMYeCcKnin ancnnei
C anemMeHTaMn ynpasneHus
F3 KoHconbHbIn nopT RJ-45 ana nogknoveHns
RS-232 koHconm
MopT RJ-45 GbE moayns ynaneHHoro
F4
ynpasneHua [PMI
F5 2 nopta USB 3.0 Type-A
F6 4 cnota AnA yCTaHOBKM MOAYNeN CeTeBbIX
nutepdeiicos (NIC) c nHtepdeiicom PCle
F7 8 noptos RJ-45 GbE (10/100/1000)

4 nopma SFP+ 10GbE mo»xHO npuobpecmu onyuoHaabHO
0na no6oli modenu E1000/E3000

R3 R4 Ré6

OnemeHT OnwucaHue

R1 MecTo nogkntoueHus 3a3emneHns

R2 [opT VGA

R3 BeHTunATopbl OxnaxaeHuna

R4 KHoMKa oTKMloUeH A 3ByKOBOTO CMrHana OTCyTCTBMA
nWTaHMA Ha OAHOM K3 610KOB MUTaHMSA

R5 KHomnKa BKNtOUYeHMA/OTKNOYEHMA NUTaHNA

R6 2 bnoka nuTaHmna

CoBmecTuMble MoAynu n ceTeBble KapTbl

CeTeBas KapTa 8*1 [6/c

CeTeBan KapTa 4*1 [6/c

CeTeBasn KapTa 4*1 [6/c (FO)
CeTeBad KapTa 4*10 [6/c

CeTeBad KapTa 4*10 [6/c (FO with 2 pair bypass)

Mopaynb ontuyeckmin (10Gb, SM, 10km, 1310nm, LC, DDM)

Mogynb ontuueckmin (10Gb, 850nm, 500m., LC, DDM)



KopnopamueHelli mexxcemesoti s3kpaH UserGate E

CNELUNDUKALINA
Mpoun3eoanTeNnbHOCTb, Max E1000
MponyckHasa cnocobHOCTb MexceTeBoro akpaHa, UDP (MéwuT/c) 25000
MesxceTeBol akpaH, Tpadvk EMIX, MéuT/c 27 000
MesxceTeBOW 3KpaH C GyHKUMEN onpefeneHus NpUnoxeHni L7, Tpadrk 24000
EMIX, MéuT/c
OpHoBpemeHHbIx TCP-ceccuin 16 000 000
HOBbIX ceccmm B cekyHay 100 000
Cuctema obHapy»KeHnA BTopxeHuI, Tpadrk EMIX, MéuTt/c 23800
KoHTeHTHasA dunbTpauns, Tpaduk EMIX, Mout/c 13 000
MHcnekTnposaHue SSL, Tpaduk EMIX, Méut/c 5000
KoHTeHTHasa dunsTpaums, aHTneMpyc, Tpaduk EMIX, Méut/c 12400
MesxceTeBoW 3KpaH C GyHKUMen onpeaeneHvs npunoxeHui L7, COB, 2800

KOHTEHTHas dunsTpaums, Tpadvk EMIX, MéuTt/c

E3000
30000
40 000

32000

16 000 000
127 000
3900
14 900
6500
14900

3900

Pasmep opraHunsauyuun
PekomeHaoBaHHOE KOMYECTBO MOJb30BaTENEN 1000

Cneuundunkaums obopygoBaHus

3000

8 BCTpoeHO
24 c ncnonb3oBaHueM nnat
pacwmpeHuin
(nnaTbl paclumpeHmns
npuobGpeTalTCca OTAENbHO)

[MopTos 10/100/1000Base-T

12 c ucnonb3oBaHnem nnat
pacwmpeHun
(nnaTbl paclumpeHns
npro6peTalnTcsa OTAeNbHO)

[NopTtos 10GBase SFP+

[1naT pacwvpeHnn 3
YnpasneHvie no [PMI Ectb
[poueccop, KONMYEeCTBO GU3MYECKUX AAEP 8
Mamatb, [bant 32

[nck, Mbant 2x1000, RAID-1

Pasmepbl 060pyaoBaHus

8 BCTpoeHO
24 c ncnonb3oBaHueM nnat
pacwmpeHunin
(nnatbl pacwmperus
nprno6peTalnTCca OTAENbHO)

12 c ncnonb3oBaHnem nnat
pacwmpeHunn

(nnaTbl pacwmpeHns
npuobpeTaloTca oTAeNbHO)

3
Ectb
14
32
2x1000, RAID-1

1U
[abapwTbl, MM 438x580x44
Bec, kr 16
KpenneHue B CTONKY Canaskn

1V
438x580x44

16

Canaskn

dnekTponutaHue
CeTb nuTaHuWA, Bonbt 140-220
MNoTpebnseman MoWHOCTb (Makc), BatT 300

njis Tenedo: 8 (800) 500 4032

UserGate

E-mail: sales@usergate.com

140-220
300




